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TexHWK Mo 3aluTe MHPopMaLmm

OnbIT PAGOTDHI

MpakTnka OO0 «ABTOorpad», r. Mowkap-Ona, 2023

+ CospgaHune 6a3bl NepcoHasbHbIX OaHHbIX
pPaboTHMKOB C MHbopMaumen no APM;

* [MpoBefeHne TEXHNYECKOIrO aHanmsa
OTKa30yCTONYMBOCTU CEPBEPHOIrO 3BEHS;
* [NpoBepgeHme b6ecep ¢ paboTHMKaAMK NO
MHPOPMaLMOHHOMN 6e30MacHOCTH.

MpakTuka 000 «Tum dopc», r. Mowkap-Ona, 2024
* [loBbIlWeHWe HaBbIKOB nNHTecTa Ub;

* AHanM3 CUCTEMHOro XXYpPHala Ha NoncK
HeaBTOPN3NPOBaHHOIo AOCTYMa K CUCTeEMe.

Horoeop NMX ¢ OO0 «PBb», r. FlomKap-Ona, 2025

* [IpMéM U Bblgavya TOBAPOB;
* AyANT COCTOSIHUS MYHKTa Bblgayn.

O6pa3zoBaHUEe

FBrNOY Pecny6nuku Mapwuii 9n
"MapumncKkuim pagnoMexaHU4eCKUm TeXHUKYM"

2020 - 2024 r., TEXHUK MO 3awmTe MHbopMaumm,
Ob6ecneyeHne NMHPOPMaLMOHHOW 6e30MacHOCTH
aBTOMaTU3NPOBAHHbIX CUCTEM

dreoy BO "MoBomKcKuUii rocygapCTBEHHbIN
TEXHONIOrMYECKUN YHUBEPCUTET»

2025 - H.B., pagMoOTEXHNYECKUN DaKyIbTET,
MHOOKOMMYHMKALIMOHHbIE TEXHONIOMMN U CUCTEMBI
CBSI3U, OYHO-3a04HOE oTfAeNeHne

[MoBbiWeHWe HaBblkoB Ha TryHackMe
[NMpoxoaun Kypc no nayyeHuio Python

[Mpoxogun Kypc no co3gaHuio 1 HanmcaHuio Web-
cauToB

CepTncomkarbl

* Nobegutens VII PecnybnnkaHCKOM CTyAeHYEeCKOW
KoHdepeHuun "3a HamMu byayulee" B ceKumm
"lNepcneKTMBHbIE TEXHONOMNM COBPEMEHHOIO
nponseBofcTea”, gekadbpb 2022 r.

* YyacTHuKa | Bcepoccumckoro ¢opyma UT-
TexHonorum "®uya", r. TaraHpor, 2023 r.
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HaBbikn

» AoMUHUCTpUpoBaHue Linux/Unix/Windows

* KoHourypumposaHne OPNsense

* 3awmTa ot DoS 1 DDoS aTtak

* HacTporka u ycTaHoBKa cepBepoB Proxmox

* HacTpolika 1 yctaHoBKa IPS/IDS-pelueHuin

* YcTaHoBKa 1 HacTpolrika WAF-pelweHuin (Be6-paepBorioB)

+ PaspaboTtka WEB-caintoB, Telegram-60T1oB Ha Python

* YcTaHOBKa o6paTHbIX npokeu, Nginx, Apache2

+ ABTOMaTU3aLus U HanmcaHue ckpuntos (Bash, Python, PowerShell)
« HacTpoika aktyanbHbix VPN (VLESS, TrustTunnel, Amnezia 1 1.4.)

* EcTb onbIT B HacTpoike DNS, DHCP, NAT, VLAN, Forwarding

» 3Hato mopenb OSI

* BHepgpeHue 1 pabota c Wazuh (SIEM-pelleHue)

« HacTpolika Wazuh(cepBepoB/areHToB) 1 IRP-pelleHuin

* HacTtpovika GeolP B OPNsense

» CerMeHTauma ceTn Mexpy pasHbimn VM

« PaboTa c gomeHHbIMM MMeHaMun Cloudflare 1 npokcmpoBaHneM 3anpocoB
* YcTaHoBKa 1 HacTponka VipNet

* EcTb onbIT paboTbl ¢ cepBepHbLIM 060pyaOBaHMEM

« OnbIT paboThbl ¢ aHTUBMpPYcamu (ClamAV, Kaspersky)

* OMbIT HAaCTPOWKK U ycTaHOBKM Zabbix

- Co3zpgaHue 1 obcnyxmnBaHme 3alinopoBaHHbix anckos (LUKS)

» PaboTta c Docker-pelweHnammu

* AMelo onbIT HaCTPOMKK 1 ob6cnyxuBaHus RAID-mMaccmBoB

+ Takxe onbIT paboTbl: cKaHepbl ya3BuMocTen, Sandbox, Threat
Intelligence, IRP, Firewall

* HacTporka nonnTuk perynspHeix 6akanos VM v npoyen YyBCTBUTENIbHOM
MHpopMaLUn

* OtcnexwuBato Ha YouTube nonynsapHbix 6510repos, No NUMHTECTY Ha
NPOHUKHOBEHWE, U MOUCKY Pa3HbIX YI3BUMOCTEN

+ OTCnexuBalo akTyasibHble TaKTUKN N TEXHUKU 3N10YMbILLNIEHHUKOB,
OCHOBHbI€ BEKTOpPa aTaK 1 MeTobl MX OBHapYXXeHUst U NpefoTBpaLLeHns

Xoo6own

Anrpep cepBepHOro obopygosaHus, HacTporku Self-Host pellenun,
HaCTPOWMKWM cpencTB 6e€30MacHOCTU, cCo3faHmne NpoeKkToB Ha Arduino,
N3roTOBMIEHNE aKyCTUKK, CO3aHne U 0bCnyXMBaHMe OOMaLUHUX YCUUTENen
3BYyKa.
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